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» In Risk Management, we help 
our business identify and 
manage risks eff ectively –
including environmental 
and social risks. We have 
strengthened processes to 
ensure that we are serving 
our clients while protecting 
the Bank.«

Operational Risk Management is one of the core 
functions within Deutsche Bank’s Risk division. The 
Risk division employs nearly 3,500 people globally.
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1 – Our Controls
Oversight and controls

Clear responsibilities and robust controls are vital to help manage risks and rebuild trust. 
In 2014, we reaffi  rmed our strong  commitment to responsible management and 
 effi  cient control structures through the House of Governance initiative and Three Lines 
of Defense program. Both form a  central part of our commitment to cultural change.

Clarifying governance and responsibilities 
To reinforce the corporate governance rules and mechanisms for senior management 
in line with new statutory requirements, Deutsche Bank’s values and beliefs page 8, as 
well as  recognized best practices, the Management Board established the House of 
 Governance. This initiative enhances and harmonizes the Bank’s governance structures. 
It increases the transparency of its organization and responsibilities. The House of 
Governance initiative is headed by Deutsche Bank’s Chief Governance Offi  cer and 
focuses on the Management Board and the next two hierarchical levels, i.e. the Bank’s 
senior management.

Strengthening controls
The Three Lines of Defense program is an integral part of Deutsche Bank’s strategic 
agenda. It was initiated by the Management Board in the context of heightened 
 regulatory standards. The program builds on lessons learned from past control 
 failures and aims to reinforce Deutsche Bank’s non-fi nancial risk management 
 capabilities and compliance culture across all corporate divisions and infrastructure 
functions. Furthermore, it ensures consistency across the ongoing control 
 enhancement initiatives throughout Deutsche Bank. 

Deutsche Bank’s Three Lines of Defense

 Relevant unit Responsibilities

First Line Business divisions and 
 infrastructure functions

Ultimately accountable for all risks and controls 
in all business processes

Second Line Control functions Responsible for Deutsche Bank's policy framework 
and independent risk assessment

Third Line Group Audit Responsible for ensuring independent and objective 
 assurance on the eff ectiveness of risk management, 
internal  controls and governance processes

700
people
were added to our front 
offi  ce  supervisory 
capacity to strengthen 
our Lines of Defense

Oversight and controls
Managing non-fi nancial risks

In brief

  Enhancing risk management is central 
to cultural change

  House of Governance reinforces structures 
and increases transparency

  Three Lines of Defense strengthen controls
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1 – Our Controls
Oversight and controls

In 2014, we reviewed the governance processes across all non-fi nancial risk  categories 
and refi ned risk and control responsibilities across all Lines of Defense. We also  bundled 
and centralized certain central control units to reinforce the  divisions’ accountability 
in the management of their control environment. Page 19

Engaging with regulatory and political audiences
Constructive engagement with  regulatory and political audiences ensures that policy 
supports the continued growth of competitive fi nancial markets. 

Deutsche Bank’s Government & Regulatory Aff airs Department supervises the Bank’s 
response to new regulation and any potential remediation actions through the Group 
Regulatory Contact Offi  ce, which links our business and control functions in order to 
ensure a coordinated and eff ective approach to regulatory developments.

As of November 2014, the prudential supervision of Deutsche Bank AG and its 
 subsidiaries was transferred from the Bundesanstalt für Finanzdienstleistungsaufsicht 
(BaFin) and Deutsche Bundesbank to the Single Supervisory Mechanism (SSM) of the 
European Central Bank (ECB). The ECB has established a Joint Supervisory Team (JST) 
to oversee Deutsche Bank, led by an ECB team that also comprises divisions at BaFin, 
Deutsche Bundesbank and other national regulators in European countries where 
Deutsche Bank is located and which are part of the SSM.

In preparation for the SSM, we established a global Regulatory Management Team in 
2014. It serves as a central point of contact for any interaction with Deutsche Bank’s 
primary fi nancial supervisory authorities in Germany, the US, the UK, Singapore and 
Hong Kong. We also strengthened our Government & Regulatory Aff airs teams in key 
locations around the world.

Further information

 Annual Review, page 27
 db.com/corporate-governance
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1 – Our Controls
Control processes

Combating fi nancial crimes, including money laundering, terrorist fi nancing, sanctions 
and embargoes, bribery and corruption and fraud, requires international action as 
well as internal controls. We have long  advocated sound international regulations and 
procedures against fi nancial crime in order to  ensure the stability of banks and the 
integrity of the international fi nancial system. This helps to protect Deutsche Bank 
from being misused for criminal purposes.

In line with Deutsche Bank’s management approach to strengthen the oversight and 
 controls framework page 17, we have continued to enhance our internal  controls. As part 
of our second Line of Defense, we consolidated responsibility for all types of  fi nancial 
crime into a new Anti-Financial Crime (AFC) division. The  Global Head of AFC reports 
directly to the Management Board, to whom quarterly reports are  presented. In 2014, 
we invested further in controls and processes to improve our defenses,  expanding the 
number of employees by almost 30%.

Our risk governance structure is based on the principle that employees are our fi rst 
Line of Defense, as each line of business is responsible for managing the risk inherent 
to its operations. In accordance with our values and beliefs page 8, staff  are encouraged 
to raise any questions or concern with managers or control functions. If necessary, 
they can use our whistleblowing hotline to address any concerns or malpractice 
in  complete confi dence. All reports are investigated independently and our policy 
 prohibits retaliation. 

We revised our whistleblowing policies and procedures in 2014, including the contact 
details for the Anti-Bribery and Corruption Team (ABC) and published guidance for 
managers on how to handle alerts from whistleblowers. We also provided training to 
almost 20,000 managers in relation to whistleblowing policies.

Streamlined
responsibilities 
to combat  
fi nancial crime

Control processes
Combating fi nancial crime

In brief

  Investment in people and processes 
to  enhance controls 

  Introduction of a new, risk-based approach 
to Know Your  Customer

  New Anti-Bribery and Corruption policy 
to  emphasize our zero-tolerance approach
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1 – Our Controls
Control processes

Preventing money laundering and terrorist fi nancing
We target money laundering, terrorist fi nancing and other fi nancial crimes globally 
in accordance with the German Banking Act and other legislations. Complying with 
the regulations is fundamental for all of Deutsche Bank’s operations regardless of 
their  geographic location. A dedicated team within the AFC unit is responsible for 
 preventing money laundering and fi nancing terrorism. 

Our Anti-Money Laundering (AML) and Know Your Customer (KYC) policies aim 
to ensure:

 —  Compliance with regulations governing identifi cation, authentication, recording 
and archiving

 —  Detection of suspicious transactions and processing internal suspicious activity 
alerts

 — Developing, updating, and executing of internal policies, procedures and controls
 —  Clear defi nition of AML requirements to implement the Fund  Transfers Regulation

These measures are implemented by the business and are evaluated and reviewed 
by the AFC function. They are updated at least annually. They expressly include the 
authority to prohibit individual transactions or business relationships.

Implementing economic sanctions and embargoes
Deutsche Bank and other fi nancial institutions have an 
important role to play in  supporting the implementation of 
economic sanctions and embargoes, and in  preventing 
fi nancing for terrorism.

We have a robust program in place to ensure compliance 
with sanctions and  embargoes, as well as with the 
Bank’s own stringent internal policies and  guidelines. The 
 compliance program refl ects the risks associated with 
Deutsche Bank’s diverse customer base and international 
activities. It includes reviewing customers before 
 establishing their account and periodically  thereafter, and 
monitoring  fi nancial transactions  performed by or through 
the Bank to detect those which involve an  entity or person 
subject to restrictions. We also conduct training and 
awareness activities regarding  sanctions and embargoes 
across the Bank. 

In 2014, we ran an internal campaign to increase  awareness 
and provide clear  guidance regarding  sanctions and 
embargoes throughout Deutsche Bank. This campaign 
was  particularly important to support the  successful 
 implementation of sectorial  sanctions that were imposed 
by the EU and US in relation to the crises in Crimea and in 
the Ukraine in 2014. We raised awareness of the complex 
issues brought about by these sanctions by using a 
 two-pronged approach, which utilized both established 
internal  communication channels such as Deutsche Bank’s 
intranet and additionally  reaching out specifi cally to 
 relevant groups and individuals across a wide range of our 
businesses and control functions. In doing so, we ensured 
that all relevant business and  control function personnel 
at Deutsche Bank were alerted to the issue at hand in 
 multiple ways and received proactive and specifi c guidance 
they needed to ensure compliance.
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1 – Our Controls
Control processes

Eff ective action against money laundering and terrorist fi nancing relies on adequate 
and up-to-date information on client relationships. In this context, KYC standards 
and  procedures are critical to promote high ethical and professional standards and 
to protect banking facilities, products, and services from criminal misuse. 

In 2014, we developed a new framework for a risk-based approach to KYC that is 
 applicable to all business divisions and entities. The framework  includes advanced 
methodologies to assess the underlying risk factors such as  country, industry and 
product risk. This contributes to the attainment of a robust concept for the  overall 
AML client risk rating itself. 

The new KYC policy framework will be rolled out country-by-country through to 2016. 
To ensure that standards are applied consistently, we established a KYC Center of 
Excellence – a team of subject matter experts providing central oversight and advice, 
including guidance on best practices and new regulatory developments. They  consider 
any potential exemption from KYC standards and submit a recommendation to the AFC 
Senior Management (members are the Regional Heads of AFC, including  Functional 
Heads of Embargo, Fraud and ABC), which is headed by the Global Head of AFC for a 
fi nal decision.

Our KYC policies provide clear standards for governance and management  oversight, 
including standardized reporting and documentation requirements and escalation of 
 potential risks. Special scrutiny is required for relationships with high-risk clients and 
with clients known as “politically exposed persons”. They must be reviewed and signed 
off  by senior management and the AFC organization. 

Client relationships are assessed prior to adoption and on a regular basis  throughout 
the relationship. We require monthly screening of existing clients against internal and 
external lists of adverse information, including matters related to terrorist fi nancing, 
fi nancial crime, corruption or tax evasion. We extended the scope of our screening 
in accordance with the review of KYC standards. Screening is already applied to half 
of the relevant client data sources. The roll-out of this wider screening scope will be 
completed in 2015.

Acting against bribery and corruption
We do not tolerate bribery or any form of corruption and we do not provide or  accept 
 improper inducements in the course of our business dealings. All employees and third 
parties who act on Deutsche Bank’s behalf are strictly prohibited from having any 
involvement in acts of bribery and corruption. We are not interested in business that 
can only be obtained or retained through improper conduct. 

We created a dedicated Anti-Bribery and Corruption (ABC) team in 2013 to provide 
specialist legal, regulatory and compliance advice, and to enhance policies, 
 procedures and controls. We continued to enhance the governance, resources and 
processes of the team in 2014, completing a network of regional ABC heads. The 
ABC team now comprises nine employees globally. 

Know Your 
Customer
is essential for   
mitigating risks

Zero
tolerance
towards bribery 
and corruption
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1 – Our Controls
Control processes

In 2014, we concluded a major global fraud, bribery and corruption risk assessment. We 
held workshops with approximately 500 representatives from all business  divisions 
in six locations worldwide to examine inherent risks across Deutsche Bank and the 
controls designed to mitigate them. This exercise prioritized the residual risks for 
each division and made recommendations to address them. We have prioritized our 
ABC  program to tackle the key risks that were identifi ed. In 2015, we will focus on the 
risks posed by third parties, employees and gifts and entertainment. 

In 2014, we introduced a new policy that emphasizes our zero tolerance approach. 
The policy clarifi es Deutsche Bank’s approach to political contributions,  charitable 
 donations and hiring individuals connected to public offi  cials and clients. It also 
 prohibits cash  payments and per diems and explains the requirements. The  policy 
is applicable to all employees in all regions and divisions, and was  communicated 
globally via regional announcements.

Combating other criminal activities
We signifi cantly increased our investment in this area with the creation of a new 
 Anti-Fraud and Investigations team responsible for developing and monitoring  measures 
to prevent fraud and other criminal activities, that could endanger Deutsche Bank’s 
assets, as required by German law. It will coordinate the  prevention,  detection and 
investigation of internal and external fraud across all  divisions. We will continue to 
invest in 2015 to enhance monitoring and fraud prevention. 

A Group Financial Crime Governance Committee, chaired by the Global Head of AFC, 
is being formed at group level to establish a central, group-wide evidence collection 
offi  ce covering all aspects of Financial Crime. The Committee will receive quarterly 
reports from the regional Financial Crime Governance Committees, which are chaired 
by the respective Regional Heads of AFC. 

Training employees to improve defenses
All of Deutsche Bank’s employees at all levels have an important role to play in 
 preventing fi nancial crime. To assist them, we provide training for all employees, 
including the members of the Group Executive Committee. 

Our measures to train employees to combat fi nancial crime have been rolled out  globally 
to 89,000 people in 2014 and 2015. By end of 2014 more than 27,000 employees 
 completed the Combating  Financial Crime online  training course, which covers ABC, 
KYC, AML, terrorist  fi nancing, sanctions and  embargoes, market conduct as well as 
fraud and information protection.

A new ABC online training course provides a comprehensive overview of bribery 
and corruption risks. More than 57,000 employees completed the course, which 
 covers the extraterritorial application of some laws and topics, including gifts and 
entertainment and facilitation payments. Employees in the Private and Business 
 Clients division receive a separate Compliance Essentials course, which covers 
anti-corruption topics tailored to their specifi c activities. Members of the Group 
 Executive Committee received a one-on-one briefi ng. We also provided ABC briefi ngs 
to consultants who develop business relationships and introduce or procure business 
transactions.

representatives from all 
businesses participated 
in workshops to examine 
fi nancial crime risks

500
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1 – Our Controls
New product approval

We are committed to only providing products and services that create value for  clients 
and shareholders, meeting clients’ needs within the global and regional  regulatory 
framework. Our New Product Approval (NPA) and New Transaction Approval (NTA) 
processes harmonize product and service design, development, testing and 
 certifi cation. NPA is required for entirely new products, businesses and markets, 
and also covers changes to  existing business. 

Our NPA/NTA framework aims for proper understanding and application of policies, 
procedures and controls, with a focus on oversight and risk assessment. Clearly 
defi ned roles and responsibilities, together with standards to measure adherence, 
training and a Red Flag process to take corrective action, support consistent  quality 
control. The framework emphasizes a collaborative review and approval  process 
in order to identify the correct technology, accounting and regulatory standards, legal, 
 compliance and control framework. All product developments, including changes 
to existing products, are reviewed by key control functions such as Compliance 
and Anti-Money Laundering (AML). The NPA risk management team provides an 
 independent and  consistent view across all NPAs/NTAs in certain areas. Where we 
have established regional and divisional NPA  committees, they must review material 
 developments, including new risk factors or  businesses. Any  features raising  concern, 
such as potential reputational impact on the bank, are escalated to  regional or Group 
 Reputational Risk Committees. In 2015, we will also  integrate  environmental and 
social criteria into the approval process. The framework is the responsibility of the 
NPA committee, which reports to the Risk Executive Committee. 

In 2014, numerous product and service developments were reviewed. The NPA unit 
expanded and additional resources will be added in 2015. This expansion allowed 
us to  publish new policies and to revise business control standards to demonstrate 
greater consistency and enhance our automated platform. 

Implementing systematic and periodic review 
We launched the Product Lifecycle initiative in 2014 to implement a systematic and 
periodic review of all products. This is a group-wide initiative involving the four core 
business and the Non-Core Operations Unit as well as infrastructure  functions. 
The framework for Product Lifecycle management includes: minimum criteria to 
monitor and remove products throughout the lifecycle; requirements for  systematic 
 reconciliation of approved products to actual  business activity; documentation; 
and Roles and accountabilities of all functions.

97
Corporate Banking 

& Securities

111
Deutsche 

Asset & Wealth 
Management

83
Global
Transaction 
Banking

63
Private &
Business
Clients

8
Divisional
functions

Approved NPAs 
split by division
Count of Application ID

 

 

New product approval
Ensuring appropriate solutions

In brief

  Bank-wide framework for approving 
new products established

  Systematic and regular review of new and 
 existing products
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1 – Our Controls
Risk culture

As the importance of non-fi nancial risk continues to grow across the fi nancial sector, 
fi nancial institutions increasingly focus on protecting themselves against the risks 
associated with the misconduct of individual employees and with ineff ective processes. 
 Inherently, this means fostering a strong risk culture across the organization. 

Launched in 2010, Deutsche Bank’s dedicated Risk Culture Initiatives program 
emphasizes that a strong risk culture depends as much on robust processes and 
 controls as it does on employee awareness and conduct.

Shared responsibility 
The program promotes fi ve essential behaviors that are consistent with Deutsche Bank’s 
 values and beliefs page 8 and that are necessary to maintain a strong risk culture:

 —  Place Deutsche Bank and its reputation at the heart of all decisions
 —  Be fully responsible for Deutsche Bank’s risks
 —  Invite, provide and respect challenge
 —  Be rigorous, forward-looking and comprehensive in the assessment of risk
 —  Troubleshoot collectively

The Risk Culture Initiatives program develops and supports a variety of initiatives 
to foster the required behaviors and corresponding risk awareness. These initiatives 
include  targeted communication campaigns and training programs, as well as 
 consistent  monitoring through the Red Flags process. Page 25

behaviors
identifi ed to shape 
a strong risk culture

essential5

Risk culture
Fostering employee awareness

In brief

  Importance of non-fi nancial risk continues 
to grow across the fi nancial sector

  Extensive training and communication initiatives 
promote risk awareness

  Red Flags process is extended to all business 
 divisions
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1 – Our Controls
Risk culture

Training and communication
The 2014 risk culture training curriculum included seven mandatory training  modules: 

 — Risk Awareness 
 — Code of Conduct and Business Ethics 
 — Minimum Requirements for Risk Management (MaRisk)
 — New Product Approval 
 — Information Security Awareness 
 — Information Classifi cation 
 —  Tone from the Top

The content of our training courses is tailored to meet the needs of diff erent groups. 
For example, the newly revised Risk Awareness training course uses case studies 
that were based on the relevant division to make the issue of risk more tangible to 
employees. In  addition, some courses are rolled out to specifi c employee groups 
only. For instance, the Tone from the Top course is applicable to employees with a 
Corporate Title of Vice President, Director or Managing Director. 

All risk culture training courses follow a defi ned refresher cycle; hence not all courses 
are off ered in any given year. Therefore, in 2014, approximately 62,000 employees 
 completed at least one risk culture training course. 

In addition to our comprehensive training courses, communications from  management 
continually reinforce the importance of a strong risk culture. This is emphasized at 
events for new employees and graduates, and at regional promotion events. In 2014, 
we enhanced our risk culture page on Deutsche Bank’s internal social media  platform 
(myDB). Open to all employees, this platform helps  stimulate  discussion and awareness.

Monitoring and assessing risk-related conduct
Introduced in 2010, the Red Flags process uses objective measures to assess 
 employees’ adherence to behaviors, policies, procedures and control processes. 

For Example, Red Flags are assigned for:

 — Breaches against the Gifts & Entertainment Policy
 —  Breaches against the Employee Trading policy
 —  Non-compliance with mandatory absence requirements
 —  Non-compliance of mandatory training

In  addition, employees can receive Red Flags for types of breaches that are specifi c 
to the risk profi le of each division and function. Red Flag results are one of the factors 
taken into account during the year-end  performance process. 

Tone from 
the Top
 emphasizes role 
of risk culture 
in leadership
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1 – Our Controls
Risk culture

As of January 2015, we have extended the Red Flags process to all divisions and 
 infrastructure functions as well as Regional Management. This tripled the number 
of employees covered by the process to approximately 38,200 by Q1 2015. 

In addition to monitoring risk-related breaches, the Red Flags process also helps to 
strengthen controls. We evaluate controls thoroughly before including them in 
the Red Flags process, and we use this as an opportunity to improve them. This is 
 followed by extensive communications to employees, emphasizing the importance 
of the control process and encouraging them to work through the details and the 
associated risk. 

Further development of the Risk Culture Initiatives program
Deutsche Bank engages in regular discussions with  regulators, who are becoming 
increasingly interested in the topic of risk culture. We are also actively participating 
in university and industry studies in order to jointly extend the concept of risk culture.

Our dialog with regulators and our engagement with academia and industries assist 
us in developing and prioritizing our initiatives and projects. We also take into 
 consideration the results of employee surveys, which include questions on risk culture. 
Page 66

One of the most recent initiatives involves measuring risk culture at the division level. 
We developed this approach over the past year and refi ne it further out in 2015. We will 
also focus on initiatives that promote active exchange of ideas among employees in 
the coming year. 

Monitoring risk- 
 related behavior 
and conduct 
to  foster cultural 
change

Further information

 Human Resources Report, page 13



27Deutsche Bank
Corporate Responsibility 2014

1 – Our Controls
Environmental and social risk

Applying high standards of ethics and integrity is one of Deutsche Bank’s core values. 
This includes supporting environmental protection and avoiding negative impacts on 
 people as a result of our business activities. 

As a global bank, we have clients across all sectors of the economy, including in places 
where businesses may have negative environmental and social impacts. We need to 
understand the  environmental and social risks (ES risks) associated with an industry, 
client or  transaction, just as we do with traditional banking risks. 

ES risks are very complex. They range from air, water and soil pollution and threats 
to endangered species to social confl icts over land ownership and impacts on 
 communities’ health and safety. Managing these risks eff ectively is essential to avoid 
having a negative eff ect on nature and society, and to uphold our commitments to 
international standards.

Disregarding environmental and social issues might also lead to reputational and 
fi nancial risks for Deutsche Bank and restrict its potential business opportunities. 
 Thorough evaluation of ES risks is therefore an integral part of our risk management 
process. It requires a case-by-case approach rather than blanket bans on certain 
activities, with the exception of our policy of not fi nancing activities related to 
 pornography and cluster munitions.

Eff ective governance of risk management
The Environmental and Social Reputational Risk Framework (ES Risk Framework), 
which we introduced in 2011, governs the ES risk management process. It is  integral 
to Deutsche Bank’s Reputational Risk Management Program policy (RRM Program). 

The RRM Program creates common standards to identify, escalate and resolve 
 reputational risks from new business. Under the RRM  Program, the  Management 
Board has assigned the Group Reputational Risk  Committee (GRRC) the authority 
to take decisions concerning reputational risks. The GRRC is chaired by a  member 
of the  Management Board.

Environmental and social risk 
Protecting the Bank and society

In brief

  Strengthened support for business units with 
new training

  Signifi cant increase in the number of 
 transactions assessed

  Engagement with a wide range of stakeholders 
on carbon asset risk

Evaluation of 
 environmental and 
social risks is an 
 integral part of our 
risk management
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Environmental and social risk

The GRRC’s key tasks and responsibilities include making decisions on transaction- 
related reputational risks, or as required by group policies such as those  relating to 
new client adoption. Page 21 

In 2014, fi ve regional and three divisional committees were responsible for the 
 implementation of the RRM Program, a structure which ensures the appropriate 
 escalation of  reputational risks and due consideration of all relevant regional aspects. 

These high-level committees included senior representatives of the control functions 
and the business division. The majority of cases were decided without the  involvement 
of the GRRC.

The GRRC receives a quarterly report on sensitive topics involving reputational risk, 
including Deutsche Bank’s exposure to ES risks, progress in managing these risks 
and evolving ES trends and regulations. The committee reports at least monthly to 
the Risk  Executive Committee and provides regular updates on reputational risk to the 
 Management Board. 

Embedding the ES Risk Framework into Reputational Risk Management 
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Environmental and social risk

Defi ning a clear process and responsibilities 
The ES Risk Framework is applicable globally. It defi nes a procedure and clear 
 responsibilities for all process elements: 

 — Risk identifi cation 
 — Risk assessment 
 — Decision-making 
 — Post-transaction follow-up

In accordance with the RRM Program Policy, business divisions have the initial 
 responsibility to identify risks. A Reputational Risk Analysis Desk Guide, which 
is part of the RRM Program Policy, is the starting point. First, it defi nes the sectors 
which are particularly sensitive: 

 — Aerospace and defense
 — Chemicals 
 — Steel, metal and mining
 — Oil and gas
 — Pulp, paper and forestry 
 — Utilities
 — Any other sector with a high carbon intensity

The Desk Guide also contains questions to support business units in identifying risks. 
Initial questions cover the following ES categories:

 — The region 
 — The industry 
 — Environmental considerations 
 — Community impacts
 — Human rights
 — Opposition to the proposed activity

Detailed questions related to these categories and guidelines are provided in the ES 
Risk Framework in order to help business units further assess issues that may arise.

If risks are identifi ed, business units are required to involve the Bank’s sustainability 
 specialists to obtain a further risk evaluation. At this stage, all critical issues are 
 discussed and the  information necessary to the progress of the assessment is compiled. 
In addition to due  diligence and direct interaction with the client, further tools are 
available to  support the risk evaluation process, including external databases such as 
MSCI  Rating. We may also consult independent experts in the specifi c subject matter.

The fi nal ES risk profi le reveals if risks are acceptable, acceptable subject to specifi c 
mitigation measures or entirely unacceptable for Deutsche Bank. The fi nal decision 
can be escalated to an appropriate Reputational Risk Committee. 

ES Risk Framework transactions 
Reviewed per sector, in %

 

11%
Aerospace and defense

6%
Pulp, paper 
and forestry

24%
Oil and gas

5%
Chemicals

13%
Utilities

16%
Steel, metal 
and mining

25%
Others
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Environmental and social risk

When specifi c mitigation is required, a positive decision is made only if the client is 
willing and able to deliver on agreed actions. A follow-up process has been  established 
for conditionally approved transactions. The form and method of monitoring,  including 
its frequency, is dependent on the structure and conditions of the deal. It may  range 
from one-off  receiving additional information to a regular monitoring including site 
visits supported by third party experts. 

Improving the operational environment
As of 2015, we have moved the ES review process to a specifi cally designed IT 
 platform. This involved a design process, the selection of a suitable IT provider, and 
the building and testing of the platform. Its development was completed in 2014 and 
the IT platform now fully supports the ES review process. The benefi ts are:

 —  A clear, auditable process: Every decision, all documents and the latest status 
of a transaction are entered in the system.

 —  Standardization: Every transaction in every region is considered in the same way 
with the same basic information, which the system prompts users to provide. 

 —  Increased effi  ciency: Standardization allows us to review transactions more 
 effi  ciently because all the information necessary for a fi rst assessment must 
be entered before the transaction can be submitted. 

1st Line of Defense

Business units

2nd Line of Defense

Control functions

Process

Responsibilities

Identify potential 
ES risks as part 
of the regular 
Due Dilligence 
process

Step 1

Risk

Verify potential ES risk 
through 
— New Client 
 Adoption and
— New Product 
 Approval processes
— or regular client 
 reviews

Step 2

Collect client 
and deal data 
and initiate a 
Sustainability 
review

Risk 
assessment

Group Sustainability 
compiles ES risk 

— Internal guidelines
— External knowledge

Step 3

Depending on 

— Co-develop 
 mitigation measures 
 and facilitate client 
 discussion
— Escalate to next 
 Senior Management 
 level

Decision- 
making

— Proposes mitigation 
 measures
— Engages with 
 the client
— Contributes to 
 Senior Management 
 discussion

Step 4

Monitor progress 
towards agreed-upon 
mitigation measures

Post-transaction
follow-up

Group Sustainability 
supports Business 
Units in monitoring 
process

ES Risk Framework – process and responsibilities
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Expanding E S risk management 
We monitor global developments in order to identify emerging environmental 
and social trends and potential pressure points. Engagement with civil society 
 organizations, industry and academic experts improves our understanding of critical 
issues and informs decisions. When it is necessary, we develop new guidelines or 
other  requirements to manage and mitigate ES risks satisfactorily. When it is practical, 
we collaborate with our peers since we believe that progress can be faster if the 
 market addresses certain risks collectively. Notable examples in 2014 include the launch 
of the BEI Soft Commodities Compact and guidance concerning carbon asset risk.

Continuing to expand the advice available to business units, we clarifi ed our position 
on activities in or near World Heritage Sites in 2014. Page 35  In  addition, we  decided to 
develop a specifi c guideline for the fi shery sector which we expect to  fi nalize in 2015.

Further information

 db.com/code-of-ethics

Carbon asset risk
Research by the International Energy Agency, the Intergovernmental Panel on Climate 
Change, and the Carbon Tracker Initiative suggests that, in order to avoid the worst 
eff ects of climate change, a signifi cant portion of the world’s fossil  fuel resources 
needs to remain in the ground. These unused fuel reserves are often referred to as 
stranded assets and, in the context of a carbon budget, they result in carbon asset 
risk (CAR).

This research has fueled a wider debate about whether or not the fi nancial sector 
is integrating adequately policy,  economic, and social risks into evaluations of the 
 fi nancial risk of  carbon assets in the transition to a low-carbon  economy.

In response, the World Resources Institute and the UN  Environment Program’s Finance 
Initiative launched a  process to develop guidance to help fi nancial institutions and 
 investors better identify, assess, and manage carbon asset risk. This guidance is 
being developed through the Greenhouse Gas Protocol’s multi-stakeholder  process, 
which includes representatives from banks, investors,  academics, consultants and 
 environmental  advocacy organizations. In  recognition of Deutsche Bank’s ESG 
approach, our Group  Sustainability Offi  cer was invited to join the  Advisory Committee.

The guide, expected to be released in 2015, defi nes CAR as the potential for a  capital 
originator or provider to  experience fi nancial loss due to unmanaged operator  carbon 
risk. It covers the key elements that must be addressed when assessing carbon  asset 
risk in making new  investments or lending  decisions, and managing existing portfolios.
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Increased awareness of ES risk among employees has led to a continuous rise in the 
 number of transactions referred to the Group Sustainability team.

The ES Risk Framework makes it possible to reach a decision at the business level 
in most  cases, avoiding the need to escalate to the risk committees except in 
 particularly  complex cases. In 2014, 13 of the 1,250 assessed transactions were 
 escalated to regional and divisional Reputational Risk Committees for a decision 
 involving  environmental and social risks, and two were escalated to the Group 
 Reputational Risk  Committee.

Transactions escalated to Reputational Risk Committees
Number of transactions 2014 2013 2012

To regional and divisional Reputational Risk Committees

Total 170 98 95

Those with ES issues 13 7 15

To GRRC

Total 13 8 7

Those with ES issues 2 0 1

Total number 183 106 102

Thereof with environmental and social issues 15 7 16

Increasing awareness and understanding 
Training is a powerful tool to help businesses apply these guidelines and strengthen 
 our ES risk management process. We developed a training covering ES risk, which adds 
to initiatives such as Sustainability Days, Earth Week and presentations at  business 
events to further increase awareness of ES issues across Deutsche Bank.

The training began in 2014 in Germany and will be rolled out globally in 2015. 
It  contains fi ve major elements: 

 — Discussion of sustainability trends 
 —  The importance of sustainability, underlining that it is taken seriously across 

 sectors and clients
 — Introduction to sustainability at Deutsche Bank, with a focus on risk management
 —  Discussion of the governance framework for managing environmental and 

social risks 
 —  Case studies to demonstrate practical application of our ES Risk Framework and 

 specifi c guidelines
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A Caribbean government asked Deutsche Bank to structure fi nancing for a 
coal-fi red power plant. We support the development of renewable  energy
and the transition to a low-carbon energy landscape. However, we believe 
that coal power will remain indispensable in most economies during this 
 transition even though it is the most carbon-intensive energy source.

Background

We evaluated the proposal, applying specifi c guidance developed for 
fi nancing new coal-fi red plants. The main criteria are: 

—  The country’s current electricity generation mix and energy situation, 
focusing on the total installed capacity for each fuel type and existing 
shortages in energy supply

—  The government’s electricity generation objectives
—  The country’s CO

2
 emissions in comparison to similar countries

— The availability of alternative fuels
— The choice of technology for the proposed project
— The emissions performance of the proposed design
—  Other environmental and social considerations, including the need 

for resettlement and other impacts on communities

Following the evaluation, we held intensive discussions with the project 
owner to clarify various questions with the support of independent experts. 
This process included a visit to the proposed site.

ES risk
evaluation

Based on this analysis and discussion, we made a positive decision 
on this project, subject to an agreed-upon commitment to address any 
potential breach of the guaranteed emissions.

Decision and
follow-up

Our analysis concluded that, although wind and hydro projects are being 
developed, for the time being, coal remains the only fuel available to 
this country to its unsatisfi ed demand in base-load energy  generation. 
 However, the technology proposed for the project appeared to be less
 effi  cient and would create higher emissions than other technologies 
 currently available, such as supercritical pressure boilers. Discussions 
between Deutsche Bank, the project developer and independent technical 
experts reached the  following conclusions:

—  The optimum unit size in this project is in the range of 330–350 MW, 
lower than the 400 MW capacity of a supercritical boiler

—  The project developer will guarantee that effi  ciency and emission  levels 
for the project will meet the critical range and for certain values even 
the supercritical range based on International Finance Corporation 
 standards for thermal power plants

—  The project would incorporate the best available pollution abatement 
techniques for this type of plant

—  The plant design will comply with the World Bank screening criteria for 
coal fi nancing. 

As the coal quality specifi ed in the design is a prerequisite for meeting the 
design emission levels, the scope of the independent review will include 
an evaluation of the coal supply available. This is important to  demonstrate 
that the appropriate coal is available at the calculated costs to meet the 
required CO

2
 performance. 

We also considered other factors such as the availability of technical 
knowledge and the country’s capacity to operate and maintain the plant.

Findings
and actions

ES risk case study: Coal-fi red power plant
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Respecting human rights
We are committed to respecting human rights, in  accordance with our values and 
beliefs page 8 and as a  signatory to the UN Global Compact. Our policies and 
 guidelines  refl ect our commitment to the UN Guiding  Principles on Business and 
Human Rights.

The UN Guiding Principles emphasize that governments are primarily responsible for 
the human rights of their  citizens. However, we as a bank may be exposed to potential 
or alleged  violations committed by certain of our clients, in relation to issues such 
as land and labor rights, or health and safety. Therefore, before we agree to fi nance 
a particular  business we review if clients’ actions and decisions have the potential 
to violate human rights and we take appropriate action to  manage potential risks.

Integrating the “Protect, Respect and Remedy”  framework from the UN Guiding 
 Principles in all aspects of our business is complex. It requires a comprehensive 
 approach to identify and manage potential impacts and  related risks. We have 
 integrated human rights considerations in the due diligence processes required by 
our ES Risk  Framework. Our sector-specifi c guidelines and policies explain potential 
risk areas and how to respond to them.

We aim to improve our understanding of human rights issues continually. For example, 
we are involved in the  discussions of the Thun Group business, an informal group 
of banks with the goal to gain a better understanding of the Guiding Principles and 
of the ways they can be applied in the banking business.

Any grievances, including those concerning human rights, are initially dealt with by 
the business divisions through, for example, their complaints management  processes. 
Deutsche Bank’s Complaints Management policy, which was implemented in 2008, 
requires the business divisions to establish their own divisional policies and  procedures 
to handle complaints. Clients and the public can make complaints through all of 
Deutsche Bank’s dedicated channels. This includes branches, telephone, the  website, 
social media and letters to any offi  ce of Deutsche Bank. 

We hold ourselves 
to the UN Guiding 
Principles on 
 Business and 
 Human Rights
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Sustainable fi shery
About one billion people, mostly in developing countries, 
rely on fi sh as their primary source of animal protein and 
 approximately 10 % of the world’s population relies on 
fi shing and aquaculture for their livelihood. 

Sustainable fi shing maintains fi sh stocks responsibly with 
a view to ensuring the eff ective conservation,  management 
and development of living aquatic resources. Several 
issues undermine this goal. 

Over-exploitation of important fi sh stocks, known as 
 overfi shing, is one of the major challenges. Illegal, 
 unregulated, and unreported fi shing aff ects between 
11 and 26 million tons of seafood each year, resulting 
in  global economic losses estimated at US $50 billion 

 annually. Another serious concern in the fi shing industry 
is the protection of workers. Working conditions on 
 fi shing vessels are among the worst in the world, with 
 crew members facing violence, low or withheld pay, 
and, in extreme cases, imprisonment aboard the ship. 

Developing guidance
Several guidelines, such as the UN Food and Agriculture 
Organizations’s Code of Conduct for responsible fi shery, 
have been developed to promote sustainable fi shing, but 
many obstacles remain. 

In this context, we decided to develop guidance on 
 fi sheries for our business units. We will consult with 
 relevant experts in developing our guidance.

Our position on sensitive topics  db.com/cr/positions

Topic Our position

Agricultural  commodities Numerous studies have found no convincing evidence that fi nancial activities have led to higher prices or 
increased volatility. We believe fi nancial products are essential for markets to be effi  cient and we support 
increased transparency and appropriate legislation.

Cluster 
munitions

We have not provided direct funding for cluster munitions since 2009. Since 2011, we no longer do business 
with conglomerates involved with these weapons or components of these weapons banned under the Oslo 
Convention. We have  exited some business and will not extend any  existing contracts. If we are in any doubt 
about  involvement, we require written  confi rmation that the client has had no involvement in cluster munitions 
before  beginning or  continuing the  business relationship. 

Coal Coal power is still necessary to close the energy gap until renewable sources have grown  suffi  ciently. In doing 
 business with the coal industry, we expect companies to use the latest technologies to limit environmental 
impacts, meet sustainability criteria such as the IFC  performance standard, and implement certifi cation such 
as ISO 14001.

Human rights We are signatories to the UN Global Compact, which explicitly requires respect for human rights. Our policies 
and guidelines refl ect our commitment to the UN Guiding  Principles on Business and Human Rights. We have 
 integrated human rights  considerations into the due diligence processes required by our ES Risk Framework. 
Our sector-specifi c guidelines explain potential issues and how to respond to them.

Hydropower Our ES Risk Framework requires an evaluation of the social and environmental impact of all projects and we 
require appropriate sustainability standards for any project we  consider fi nancing.

Monocultural farming and palm oil We recognize the risks, but also the contribution of palm oil production to the economic  development in some 
 countries and its importance for many products. As a minimum,  clients must provide a plantation or mill 
 certifi cation plan in accordance with the  criteria imposed by the Roundtable on Sustainable Palm Oil (RSPO).

Nuclear power We view nuclear power as an important low-carbon energy source in the transition to a more sustainable 
energy mix. We therefore support fi nance for civil nuclear power,  subject to specifi c  country and project 
 criteria such as compliance with international treaties and  agreements and adherence to health, safety, 
 environmental and social standards. 

World 
Heritage Sites

We will only support activities in or near World Heritage Sites if the government and  UNESCO agree that the 
 planned activities do not place the value of the site at risk.


